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Abstract

Purpose: Software failures that reach operation are often traced, after the event, to decisions made while
requirements were elicited, written, linked and validated, yet defect records usually describe the symptom
rather than that origin. This article asks which classes of requirements defect produce escaped failures,
why late detection multiplies their cost, and which lifecycle controls contain them. Method: A critical
integrative review of empirical software engineering research, requirements and testing standards, and
public investigation findings, synthesised through fault-chain and latent-condition theory and a phase-
containment cost model. Findings: Five defect classes (elicitation failure, ambiguity, inconsistency,
traceability loss and validation failure) differ in where they are injected, how far they travel before
detection and which controls intercept them. Well-documented public failures, including Ariane 5 Flight
501, the Mars Climate Orbiter and the Therac-25 accidents, are dominated by unexamined operating
assumptions and validation against the wrong reference rather than by wording defects. Contribution:
The Requirements Defect Origin and Containment (RDOC) framework places five containment gates
across the lifecycle, defines phase containment, requirements leakage and severity-weighted escape
distance as metrics, and states six falsifiable propositions with tests. Implications: Prevention depends on
revalidating reused assumptions, auditing trace links whenever requirements change, and feeding blame-
free causation analysis of escaped defects back into gate controls.

Keywords: requirements defects, failure causation analysis, phase containment, requirements traceability,
validation failure, software failure investigation
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1 Introduction

Software systems fail in operation for many reasons, but a persistent share of the most consequential
failures originate before a line of code is written, in the statements that define what the system must do,
under which conditions and for whom. When that definition is incomplete, admits more than one reading,
contradicts itself or another artifact, loses its links to the design and tests that implement it, or is validated
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against a reference that does not represent the real operating world, the resulting fault can pass every
verification activity, because verification checks conformance to the specification rather than fitness for
use (IEEE Computer Society, 2014; ISO/IEC/IEEE, 2018). The testing literature separates a fault (a static
defect in an artifact), an error (an incorrect internal state) and a failure (externally observable deviation
from required behaviour), and it shows that a fault is revealed only if a test reaches it, corrupts state,
propagates that corruption to an output and meets an oracle able to recognise it (Ammann et al., 2016;
Myers et al., 2011). A requirements defect is a fault in the specification itself, and the oracles derived
from that specification inherit it (Kaner et al., 1999).

Current defect management practice obscures this origin. Issue trackers typically classify defects by
manifestation (crash, wrong output, degraded performance), by component and by severity, and they
often record the phase in which a defect was found rather than the phase in which it was introduced. The
consequence is a systematic bias toward downstream remedies: more test cases, better test prioritisation,
and machine-learning assistance for test generation and selection (Li et al., 2007; Catal et al., 2013;
Borah et al., 2022). These techniques improve the efficiency with which specified behaviour is exercised,
but they cannot expose behaviour that the specification never described. Service dashboards that report
closure rather than origin reinforce the bias (Edivri et al., 2024; Aliliele et al., 2023b). Quality
management in regulated industries has long distinguished correction of a nonconformity from
prevention of its recurrence, and has shown that preventive action is only as good as the causal analysis
behind it (Aneke et al., 2022a; Yusuf et al., 2018; Asiedu et al., 2024b). Software engineering has been
slower to make that distinction operational for requirements.

Three gaps motivate the present review. First, requirement quality attributes are well codified in
standards, and traceability research has produced reference models and link recovery techniques, but
these bodies of work are rarely connected to the causation analysis of failures that actually escaped
(Gotel et al., 1994; Ramesh et al., 2001; Winkler et al., 2010). Second, the claim that requirements
defects become more expensive the later they are found is repeated in almost every textbook, yet it is
seldom expressed in a form that an organisation could estimate from its own data, and the size of the
escalation varies considerably with development model and domain. Third, public failure cases are cited
anecdotally, often compressed to a single cause, and used to support whichever defect class an author
wishes to promote. Even the vocabulary of non-functional requirements lacks agreed definitions, which
complicates classification (Mairiza et al., 2010).

The article therefore addresses four research questions. RQ1: Which classes of requirements defect can
be distinguished by their injection mechanism and by the control that would intercept them? RQ2: Under
what conditions does late detection multiply the cost of a requirements defect, and how can the multiplier
be expressed so that it can be estimated rather than asserted? RQ3: What do well-documented public
failures reveal about the relative contribution of each class when they are read against a consistent
causation protocol? RQ4: Which lifecycle controls and feedback mechanisms contain requirements
defects, and which claims about them can be tested empirically? The questions follow the distinction
between knowledge questions and design problems that is standard in empirical software engineering, so
that descriptive synthesis and proposed artifacts are kept apart (Easterbrook et al., 2008; Wieringa, 2014).

The article makes four contributions. (1) It develops a causation taxonomy of five requirements defect
classes (elicitation failure, ambiguity, inconsistency, traceability loss and validation failure), each defined
by its injection mechanism, carrier artifact, typical escape route and observable signal (Table 2). (2) It
formalises the cost-of-late-detection argument as a phase-containment model with an escalation ratio and
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gate containment probabilities, derives the marginal value of upstream containment, and identifies the
conditions under which the argument weakens (Figure 1). (3) It re-reads eight public failure cases,
including one deliberate boundary case with a non-requirements origin, through a single coding protocol
and an escape-distance representation (Table 3, Figure 3). (4) It proposes the Requirements Defect Origin
and Containment (RDOC) framework, which places five containment gates across the lifecycle, specifies
three containment metrics and a causation feedback loop, and states six falsifiable propositions with tests
(Figure 4, Table 4). The framework is offered as a design science artifact whose utility remains to be
demonstrated in the field (Hevner et al., 2004).

The scope is enterprise and safety-related software in which requirements are documented to some
degree, whether in a formal specification, a backlog of user stories or a set of interface control
documents. Automated language analysis of requirements text, the management of requirements
volatility and the design of stakeholder collaboration are treated only where they bear on failure
causation, since each is a substantial topic in its own right. Throughout, claims drawn from the literature
are separated from the propositions that this article advances and that still require empirical test
(Kitchenham et al., 2009).

2 Theoretical Grounding: Fault Chains, Latent Conditions and Containment Economics

Three bodies of theory explain why requirements defects behave differently from implementation defects
once a system is built. Dependability and testing theory describes the chain from fault to failure and the
conditions under which a test reveals a fault. Organisational accident theory from safety science describes
how decisions taken far from the point of operation lie dormant until an operating condition activates
them. Engineering economics, applied to defect removal, describes how the cost of repair grows with the
distance between the phase in which a defect is introduced and the phase in which it is found. The first
explains why verification misses requirements defects, the second why they surface as surprising
operational failures, and the third why late detection is expensive. Reliability engineering already
combines the first and third perspectives for physical systems through failure mode analysis and fault
trees (Gideon et al., 2019), and research on human error causation in high-risk industrial work shows the
value of the second (Obriki et al., 2020).

2.1 From Requirement Defect to Field Failure

Let N denote the set of needs held by stakeholders and imposed by the operating environment E, S the
specified requirement set, and I the implemented system. Verification establishes that I satisfies S;
validation establishes that S, and therefore I, satisfies N in E (IEEE Computer Society, 2014). A
requirements-originated failure is an operational event in which I satisfies S but I does not satisfy N
under the conditions of E that actually occur. No increase in verification strength can detect such a
failure, because the verification reference is itself the defective artifact. The testing literature expresses
the same idea through the reachability, infection, propagation and revelation conditions for fault detection
(Ammann et al., 2016). Where a requirement omits a condition, tests derived from it never reach the
relevant state; where a requirement states the wrong behaviour, the oracle accepts the wrong output, so
revelation fails even when the other three conditions hold.

Coverage criteria sharpen the argument. Adequacy criteria measure the thoroughness of testing relative to
a reference, either the program structure or the specification (Zhu et al., 1997). Structural coverage
cannot detect missing functionality, since absent code has no statements or branches to cover, and
specification coverage is only as complete as the specification. Survey evidence on unit testing practice
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shows that developers write tests from their own understanding of intended behaviour and report
difficulty in deciding what the correct output should be (Daka et al., 2014), which means that developer
tests reproduce the developer's reading of the requirement, including any misreading. Independent test
design helps only when testers can access the needs and environment the specification failed to capture
(Kaner et al., 1999). These observations define the first design principle of the framework developed in
Section 6: containment of requirements defects must rely on references other than the specification, such
as stakeholders, operating profiles, interface partners and physical constraints.

2.2 Latent Conditions and Organisational Accident Theory

Safety science explains major accidents as the alignment of latent conditions, created by designers,
managers and procedures, with active failures at the point of operation, where each defensive layer
contains holes that are harmless until they line up. Requirements decisions are archetypal latent
conditions. They are taken early, by people distant from operation, and they can remain dormant for years
until a trajectory, load, duration or user behaviour activates them. Research on incident investigation in
industrial operations shows that investigations which stop at the proximate act produce corrective actions
that do not prevent recurrence, whereas investigations that trace organisational and design contributors
support prevention-oriented learning (Obriki et al., 2024b; Obogo et al., 2021). Systematic reviews of
hazard identification practice make the complementary point that hazards not identified at design time are
rarely controlled later (Obogo et al., 2019).

Two further implications follow for requirements. The first concerns near misses. Requirements defects
that are caught late but before a failure, for instance during acceptance testing or through a user
complaint, are the software analogue of near-miss reports, and safety research shows that systematically
analysed near-miss data are among the most informative sources for prevention (Arumosoye et al., 2019).
The second concerns reporting culture. Maturity models for safety learning associate sustained
improvement with organisations that treat reports as learning inputs rather than disciplinary evidence
(Arumosoye et al., 2021). Compliance research in fiscal settings distinguishes enforced compliance,
which follows perceived power, from voluntary cooperation, which follows trust (Kirchler, 2007), and
shows that intrinsic motivation and social norms matter alongside enforcement (Alm, 2019). Applied to
requirements, a review regime perceived as coercive tends to become ceremonial: checklists are
completed, but omissions are not reported because reporting them invites blame.

2.3 The Economics of Late Detection

The cost-of-late-detection argument can be stated precisely. Index lifecycle phases k = 0, 1, ..., n, with
phase 0 the requirements phase and phase n operation. Let c(k) be the cost of repairing a requirements-
origin defect detected in phase k, and assume a geometric escalation c(k) = ¢(0) r*k with escalation ratio r
> 1. Let p(k) be the containment probability of phase k, that is, the probability that a requirements defect
still present at the start of the phase is detected during it, with p(n) = 1 because operation eventually
reveals any defect that matters. The expected repair cost of one requirements defect is then given by
Equation (1). Testing texts tie the economics of testing to the stage at which defects are found (Myers et
al.,, 2011), and cost governance research shows that such relationships are useful only as estimable
quantities (Adesuyi et al., 2023).

E[C] = c(0) XRoor* p(R) TTj<k (1 — (D) (1)

Separating the requirements phase from the rest gives E[C] = c(0) [p(0) + (1 — p(0)) R], where R is the
expected relative cost of a defect that escapes the requirements phase. The marginal value of raising
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requirements-phase containment is therefore dE[C]/dp(0) = —c(0) (R — 1). An organisation should invest
in upstream containment whenever the cost of raising p(0) by a small amount A is lower than A - ¢(0) -
(R — 1) multiplied by the expected number of requirements defects. The expression makes the conditions
of the argument explicit. R increases steeply with r and decreases with downstream containment, but, as
Section 2.1 showed, downstream containment is structurally weak for requirements defects because tests
share the defective oracle. Simulation modelling of process changes and their financial impact offers a
practical way to estimate such parameters from historical project data rather than from textbook ratios
(Tonoyan et al., 2022b).

A worked illustration, using parameters chosen for exposition rather than estimated from data, shows the
magnitudes involved (Figure 1). With five phases after requirements and a downstream containment
probability of 0.35 at each intermediate phase, R is about 10.0 when r = 2 and about 78 when r = 3.2.
Raising p(0) from 0.3 to 0.6 then reduces the expected cost per requirements defect from about 7.3 to 4.6
units of ¢(0) in the first case and from about 55 to 32 units in the second. For a flat escalation of r = 1.35,
typical of iterative delivery with cheap rollback, R is only about 2.4 and the same improvement saves less
than half a unit. The argument for upstream investment is therefore conditional rather than universal. It is
strongest where r is large because consequences are irreversible, hardware or contracts are committed
early, or regulatory approval must be repeated, and it is weakest where delivery is incremental, feedback
is fast and failure consequences can be reversed. Analyses of linked economic value chains make an
analogous point: losses introduced at an early stage compound through every subsequent stage that
depends on it (Jones et al., 2021).

Two refinements are needed before the model is used. First, repair cost understates the full cost of an
escaped requirements defect because operational failures carry consequence costs (lost missions, injuries,
regulatory sanctions, contractual penalties) that are not proportional to repair effort. Where such
consequences are possible, ¢(n) should be replaced by the expected consequence cost. Second, the widely
quoted escalation ratios derive largely from studies of large, sequential projects in earlier decades, and
later experience with iterative methods suggests flatter curves in some settings (IEEE Computer Society,
2014). The model therefore treats r as a parameter to be estimated for each organisation and defect class,
the form in which it enters proposition P5.
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Figure 1. Illustrative late-detection economics for a requirements-origin defect: (a) relative repair cost by
detection phase under three escalation ratios; (b) expected repair cost as a function of requirements-phase
containment, with downstream containment of 0.35 per phase
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3 Review Design and Analytical Method

The study is a critical integrative review. An integrative design was chosen over a conventional
systematic review with meta-analysis because the relevant evidence is heterogeneous in kind: controlled
experiments on inspection techniques, industrial case studies of traceability, mapping studies of link
recovery, normative standards, and public investigation reports on individual failures. These sources
cannot be pooled statistically, but they can be compared on the mechanisms they describe and the
conditions under which those mechanisms operated. The protocol borrows the transparency requirements
of systematic reviewing in software engineering (Kitchenham et al., 2009) and the reporting logic of the
PRISMA statement (Page, 2021), while acknowledging that the aim is theory development rather than an
effect estimate. Method selection follows guidance that the research question, not the availability of a
technique, should determine the empirical approach (Easterbrook et al., 2008).

3.1 Sources, Search Strings and Time Window

Academic literature was sought in IEEE Xplore, the ACM Digital Library, Scopus, Web of Science Core
Collection and SpringerLink, covering publications up to December 2024. Foundational works published
before 1995 were retained where they define a construct used in the taxonomy, such as the analysis of the
requirements traceability problem (Gotel et al., 1994). Four search strings were used and adapted to each
database's syntax. The first targeted defect causation: (requirement®* NEAR/3 (defect* OR error* OR
fault* OR quality)) AND ("root cause" OR causation OR "failure analysis" OR "defect prevention" OR
containment). The second targeted traceability: traceab®* AND ("change impact" OR "link recovery" OR
"trace maintenance" OR "safety case"). The third targeted validation: (validation OR "acceptance test*"
OR "operational profile") AND requirement* AND (failure OR escape* OR field). The fourth targeted
cases: software AND (failure OR mishap OR accident) AND (inquiry OR "investigation board" OR
"lessons learned").

Backward snowballing from reference lists and forward snowballing from citing works were applied to
the most central sources, following the practice of earlier systematic reviews in the field (Dybd et al.,
2008). Standards were obtained from the issuing bodies, notably the requirements engineering standard
ISO/IEC/IEEE 29148 and the test process standard ISO/IEC/IEEE 29119-2 (ISO/IEC/IEEE, 2018),
together with the software engineering body of knowledge (IEEE Computer Society, 2014). Public
failure cases were identified from inquiry board reports, agency mishap investigation reports, government
audit reports and regulatory findings. Secondary retellings were used only to locate the primary
investigation and were never coded directly.

3.2 Eligibility, Screening and Appraisal

Table 1 sets out the protocol decisions. Screening proceeded in two stages: titles and abstracts were
screened against the inclusion criteria, and retained records were then read in full and screened again.
Appraisal used instruments matched to the type of evidence. Empirical case studies were appraised
against published guidelines for case study research in software engineering, with attention to the clarity
of the unit of analysis, triangulation of data sources and the presence of a chain of evidence from data to
conclusion (Runeson et al., 2009). Experiments were appraised for defect realism and participant
representativeness. Standards were appraised for their normative scope and were used to define expected
controls, not as evidence that those controls work. Investigation reports were appraised for independence
of the investigating body, access to the original artifacts and the explicitness of the causal chain.
Screening counts are not reported because the aim was conceptual saturation rather than enumeration.
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Table 1. Review protocol for requirements-related failure causation

Protocol element

Decision rule for this review

Safeguard against bias

experiments for defect realism; standards for

Sources Five academic databases to December 2024; | Primary investigation reports
ISO/IEC/IEEE standards; independent | coded; secondary retellings
investigation and audit reports on software | used only to locate them
failures

Inclusion Studies reporting requirements defect classes, | Inclusion  judged on the
origin or detection phase, causation analysis, | reported outcome, not on
trace link maintenance or recovery, or | keywords
validation practice with a failure or escape
outcome

Exclusion Vendor material; opinion without a described | Excluded full texts logged with
mechanism; defect studies coded only by | the reason
symptom; language-tool accuracy studies
with no link to failure outcomes

Appraisal Case studies against case study guidelines; | Standards never treated as

efficacy evidence

contradiction log

normative  scope;  investigations  for
independence and explicit causal chain

Case selection Publicly investigated failure; identifiable | One boundary case with non-
requirement decision; documented | requirements origin retained as
consequence; spread across domains and | arival test
decades

Coding Dominant and contributing defect class, | Classification  requires  an
injection phase, detection phase, missed | explicit statement in the
containment point, control implied investigation record

Synthesis Mechanism comparison across sources with a | Conflicting readings retained

and adjudicated in the text

3.3 Case Reconstruction and Synthesis Logic

Figure 2 summarises the workflow from identification to framework construction. For each public case,
the fault chain was reconstructed backward from the observed failure to the proximate technical fault,
then to the specification clause or its absence, and finally to the requirement decision that allowed it. A
case was coded to a defect class only when the investigation record identified that decision, the
containment point at which it could have been caught, and the resulting failure. Where the record
supported more than one class, one dominant class and one or more contributing classes were recorded.
The rule prevents labelling every failure a requirements failure in hindsight. Credit assignment across
several contributing causes is known to be sensitive to the attribution rule chosen, as studies of multi-
touch attribution models demonstrate in another field (Sanni et al., 2022), so the dominant class is

reported together with contributing classes rather than as a single label.

Synthesis followed a mechanism, context and outcome logic. For each defect class, the review compared
the mechanism by which the defect is injected, the contexts in which it escapes and the outcomes it
produces, and it recorded contradictions between sources in a log rather than resolving them by
exclusion. The most important contradiction, concerning the relative prevalence of ambiguity versus
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omission, is adjudicated explicitly in Section 4.6. The resulting taxonomy and gate design were then
treated as a design artifact whose requirements are derived from the synthesis and whose validation is
deferred to the empirical agenda, in keeping with design science methodology for software engineering

(Wieringa, 2014).
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IEEE Xplore, ACM DL,
Scopus, Web of Science,
SpringerLink; to Dec 2024

J
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\ J J

Contradictory readings of a case are logged, not resolved by exclusion; a case is coded to a defect class only when
the investigation record identifies the requirement decision, the missed containment point and the resulting failure.

Boundary cases (failures with a non-requirements origin) are retained as rival-explanation tests.

Figure 2. Review, case reconstruction and synthesis workflow used to derive the taxonomy and the
RDOC framework

4 A Causation Taxonomy of Requirements Defects

The taxonomy classifies requirements defects by the mechanism through which they enter the
requirement set rather than by the symptom they eventually produce. Two criteria governed its
construction. Each class must correspond to a distinct question that, if asked at the right time, would have
exposed the defect, and each class must imply a distinct primary control. Symptom-based classes fail the
second criterion, because one symptom can arise from an omitted stakeholder, a vague statement or a lost
change link. The quality characteristics of individual requirements (necessary, unambiguous, complete,
singular, feasible, verifiable, correct) and of requirement sets (complete, consistent, feasible,
comprehensible, able to be validated) defined in ISO/IEC/IEEE 29148 provide the normative baseline
(ISO/IEC/IEEE, 2018). The five classes below map onto those characteristics but add the lifecycle
dimension that the standard does not address: when each defect is typically injected and why it escapes.

4.1 Elicitation Failure: Missing Stakeholders, Tacit Knowledge and Unexamined Operating
Envelopes

Elicitation failure occurs when a need held by a stakeholder, or a condition imposed by the operating
environment, never enters the requirement set. Three mechanisms dominate. The first is an omitted
stakeholder: operators, maintainers, auditors, regulators and adversaries are routinely absent from
elicitation, and their needs surface only when they use or attack the system. Homogeneous elicitation
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groups share blind spots, which is why team diversity matters (Amayo et al., 2023¢). The second is tacit
knowledge: experts omit what they consider obvious, so the requirements capture exceptions and leave
out the rules everyone knows. The third, and most dangerous in the cases reviewed, is an unexamined
operating envelope: assumptions about duration of continuous operation, load, rate, physical range, units,
data quality and environmental conditions that are held implicitly by the original designers and never
written down. Risk models developed for industrial work in extreme environments illustrate the value of
making the envelope explicit, since hazards grow nonlinearly as conditions move outside the range for
which controls were designed (Arumosoye et al., 2018).

Security and privacy requirements are a recurrent category of omission. Reviews of access control policy
in bring-your-own-device environments show that privacy requirements are frequently added after the
architecture is fixed (Ladapo et al., 2023b), and field evidence on device adoption in administrative
offices documents user practices that fall outside the configurations designers assumed (Onche et al.,
2023). Privacy-by-design frameworks for customer relationship platforms and for corporate transactions
both argue that privacy constraints must be elicited as requirements rather than retrofitted as controls
(Badmus et al., 2024; Ominyi, 2021), and legal and ethical risk models for data protection make the same
point for governance obligations (Mbonu et al., 2018). Network protocol abuse offers a particularly clear
illustration: amplification attacks against time synchronisation services exploit features that behave
exactly as specified, so the defect lies in the absence of a misuse requirement rather than in the
implementation (Jimoh et al., 2024). Agentic artificial intelligence systems raise a newer version of the
problem, since excessive agency is at root a missing constraint on the authority an agent may exercise
(Nwakamma et al., 2024b). Zero trust architectures respond to the same class of defect by requiring that
trust assumptions be stated explicitly rather than inherited from network position (Ahmed et al., 2021).

Elicitation failures are hard to detect because their carrier artifact is the absence of text. Their observable
signals are indirect: new requirements appearing during acceptance testing, change requests labelled as
enhancements, incidents concentrated in unusual operating conditions, and workarounds adopted by
users. Effective controls work by introducing a reference other than the specification. Stakeholder maps
and role-based walkthroughs introduce missing perspectives; misuse and abuse cases introduce the
adversary; scenario analysis introduces conditions that designers did not consider, as scenario-based
modelling does for strategic planning (Filani et al., 2023); and an explicit operating-envelope register
records, for each requirement, the ranges and durations within which it has been validated. Facility
design research offers a cross-domain parallel: laboratories designed to technical standards but without
analysis of real workflows suffer throughput and error problems that only appear in use (Ogbete et al.,
2018; Ogbete et al., 2022). Aligning requirements with strategic intent, rather than with the preferences
of whichever stakeholders are most available, is a further safeguard, as research on aligning operational
decisions with enterprise strategy suggests (Akin-Oluyomi et al., 2023b).

4.2 Ambiguity: Lexical, Syntactic, Referential and Vague Statements

A requirement is ambiguous when it admits more than one reasonable interpretation by the readers who
must act on it, including designers, developers, testers and acceptance authorities (ISO/IEC/IEEE, 2018).
Five forms recur. Lexical ambiguity arises from a word with several senses, such as record, account or
close. Syntactic ambiguity arises from structure, as in a statement that the system shall notify the
supervisor and the operator of alarms in zone A, where it is unclear whether the zone restriction applies
to both recipients. Referential ambiguity arises from pronouns and anaphora whose antecedent is
uncertain. Quantifier and scope ambiguity arises from words such as all, each and any, particularly in
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combination with negation. Vagueness differs from ambiguity proper: a vague term such as fast or
intuitive has borderline cases rather than discrete readings, and no test can decide the borderline. The
software engineering body of knowledge treats both as threats to verifiability (IEEE Computer Society,
2014).

The harmful case is unrecognised ambiguity, in which each reader is confident of a different
interpretation. Recognised ambiguity prompts a question; unrecognised ambiguity produces two
consistent but incompatible artifacts, for example code that implements one reading and tests that check
another, or, worse, code and tests that share one reading while the customer holds the other. Contract
research provides a close analogue: disputes in high-value service contracts cluster around terms that the
parties read differently without noticing at signature (Uchechi et al., 2019), and cross-functional legal
education for engineering teams has been associated with fewer contract errors, which suggests that
exposing engineers to the reader's perspective reduces misinterpretation (Anichukwueze et al., 2022).
The practical controls follow the same logic. Fit criteria attach a measurable acceptance condition to each
requirement; a controlled glossary fixes the sense of domain terms; perspective-based inspection asks
reviewers to read as a tester, a designer and a user in turn; and concrete examples of expected behaviour,
agreed with stakeholders, convert statements into checkable cases (Kaner et al., 1999). Business analysis
frameworks that move requirements from ambiguity to automation-ready form apply the same discipline
upstream, structuring the business problem, its rules and its exceptions before any specification is written,
which matters most where the implementing system will execute rules without human interpretation
(Alieme et al., 2024). Automated language analysis can flag candidate ambiguities but cannot decide
which reading the stakeholder intended.

4.3 Inconsistency: Intra-Specification Conflict and Cross-Artifact Drift

A requirement set is inconsistent when no behaviour can satisfy all of its members simultaneously, or
when two artifacts assign incompatible properties to the same entity. Four forms are distinguished.
Logical conflict occurs within one specification, for instance a response-time requirement that cannot be
met together with a mandatory encryption step on constrained hardware. Interface inconsistency occurs
between the specification and an interface definition, where two parties disagree on units, coordinate
frames, encodings, value ranges or timing. Regulatory inconsistency arises when obligations from
different jurisdictions or regimes conflict, a problem well documented in digital trade and in critical
infrastructure compliance (Jones et al.,, 2024b; Adegbite et al., 2020). Temporal drift occurs when
artifacts that were consistent at baseline diverge because one was updated and the other was not. Formal
methods detect logical conflict only in formalised specifications; in natural-language requirements,
inconsistencies are found, if at all, by human cross-checking.

Inconsistency concentrates at organisational boundaries. Governance research on multi-contractor
construction projects shows that risks cluster at the interfaces between contractors, where each party
assumes the other controls the hazard (Obogo et al., 2019b), and architecture research on converging
information and operational technology networks makes a similar case for aligning design principles
across organisational units (Adegbite et al., 2022). Cross-organisational data management raises the same
issue for shared data definitions (Sanni et al., 2023). Controls drawn from finance are instructive:
reconciliation procedures detect inconsistency by independently recomputing the same quantity from two
sources and investigating any difference (Dogbatsey et al., 2019), and continuous monitoring for cloud
misconfiguration applies the same principle to deployed configurations that have drifted from their
intended state (Aliliele et al., 2023a). In requirements terms, the corresponding controls are a canonical

December 2024 www.ijtmh.com 544 | Page


http://www.ijtmh.com/

International Journal of Technology Management & Humanities (IJTMH)
e-ISSN:2454-566X, Volume 10, Issue 4, (December2024),www.ijtmh.com

data dictionary that fixes units and ranges for every shared quantity, executable interface contract tests
run by both parties, API governance that treats interface definitions as controlled artifacts (Aliliele et al.,
2023b), and a conflict register in which each detected inconsistency has an owner and a resolution
deadline. Standardisation of instruments across a portfolio, as in the harmonisation of documentary tax
practice, reduces the number of places where inconsistency can arise (Uchechi, 2018).

4.4 Traceability Loss: Broken Links and Invisible Change Impact

Traceability is the ability to follow the life of a requirement both backward to its origins and forward to
the design, code, tests and safety analyses that realise it. The classic analysis of the traceability problem
distinguished pre-requirements-specification traceability, which records where a requirement came from
and why, from post-specification traceability, which links it to downstream artifacts, and argued that
most practical problems lie in the former (Gotel et al., 1994). Reference models derived from industrial
practice showed that low-end users record simple links for compliance while high-end users also record
rationale, decisions and assumptions (Ramesh et al., 2001). Later work surveyed traceability in model-
driven development (Winkler et al., 2010) and framed it as a strategic investment (Cleland-Huang et al.,
2012). Traceability loss, as a defect class, occurs when these links are absent, wrong or out of date at the
moment they are needed, which is almost always when something changes.

Information retrieval approaches recover candidate links automatically by comparing the text of artifacts,
using vector space and latent semantic indexing models (De Lucia et al., 2007). A systematic mapping of
a decade of this work found that most evaluations used small datasets, reported precision and recall on
artifacts from a handful of projects, and seldom examined whether engineers could use the recovered
links in practice (Borg et al., 2014). Precision, the share of recovered links that are correct, and recall, the
share of true links that are recovered, trade against each other, and their relative importance depends on
the use. For change impact analysis in safety-related systems recall dominates, because a missing link
hides an affected analysis, while low precision imposes a vetting burden that engineers may not sustain.
Detection problems in fraud analytics face the same asymmetry between missed cases and false alarms
(Atakpa et al., 2022; Adelanwa et al., 2023b).

Traceability loss converts a correct change into a failure. When a requirement or design parameter is
revised, every artifact that depended on the old value (hazard analyses, test cases, user documentation,
training material, interface partners) must be reviewed. If the links are missing, the change appears local.
Temporary project organisations exacerbate the risk because the people who hold the undocumented
links disperse when the project ends (Arumosoye et al., 2024). Regulated domains have developed
change-triggered assessments that are instructive: data protection impact assessments must be revisited
when processing changes (Mbonu et al., 2022a), and data sensitivity classification schemes are paired
with regulatory traceability mechanisms so that obligations follow data through transformations (Aliliele
et al., 2024a). The corresponding requirements controls are a change-impact gate that blocks approval of
a change until the affected links have been reviewed, suspect-link flagging that marks downstream
artifacts whenever an upstream artifact changes, and trace completeness measured on critical
requirements rather than averaged over all.

4.5 Validation Failure: Verifying the Wrong Thing Correctly

Validation failure occurs when the requirement set, or the system built from it, is checked against a
reference that does not represent the real needs in the real operating environment. It differs from
elicitation failure in that the opportunity to discover the gap, by exercising the system against realistic
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conditions, existed but was not taken or was taken against the wrong reference. Four mechanisms recur:
validation against an assumed rather than measured operating profile; validation in a simulated
environment that omits conditions present in the field; reuse of a component validated in one context
without revalidation in the new one; and acceptance by proxies, such as managers or product owners,
instead of the people who will operate the system. The software testing process standard defines test
planning, design and completion processes (ISO/IEC/IEEE, 2018), but conformance to these processes
does not guarantee that the test basis reflects the operating world.

Evidence from user acceptance testing in small businesses shows that structured validation frameworks
can be adapted to lean environments, but that acceptance compressed into the final days before
deployment tends to confirm rather than challenge the specification (Eyetsemitan et al., 2023b). Research
on accelerated regulatory approval in pharmaceuticals formalises the trade-off between speed, safety and
evidence quality that underlies every compressed validation phase (Eze et al., 2024b), and release gating
research for machine learning models shows that automated evaluators can share the biases of the
systems they judge (Nwakamma et al., 2024a), which is the validation analogue of a test oracle that
shares the specification's defect. Effective controls therefore introduce independent references:
operational profiles measured from comparable systems, end-to-end testing with production-like data,
shadow operation in parallel with the incumbent system, staged rollout with monitored exposure, and
independent validation teams with access to users. Test adequacy measured against the specification
remains necessary, but it answers a different question (Zhu et al., 1997).

Table 2 consolidates the five classes. For each class it states the defining question that would expose the
defect, the phase in which it is typically injected, the reason downstream testing tends to miss it, the
signal through which it becomes observable and the primary containment control. Rows follow lifecycle
position rather than frequency, for reasons given in Section 4.6.

Table 2. Causation taxonomy of requirements defects: injection, escape and containment

Defect class | Defining Typical Why testing | Observable Primary
question injection misses it signal containment
control
Elicitation Whose need or | Elicitation; | No Late new | Stakeholder map,
failure which operating | reuse requirement, so | requirements; misuse cases,
condition is | decisions no test and no | incidents in | operating-
absent? oracle unusual envelope register
conditions; user | (GI)
workarounds
Ambiguity | Can two | Specificatio | Tests encode | Clarification Fit criteria,
competent n writing the tester's | requests; glossary,
readers act on reading divergent tests | perspective-based
this differently? for one | inspection (G2)
requirement
Inconsistenc | Can all | Specificatio | Each party | Integration Data dictionary,
y statements  and | n; interface | tests against its | anomalies; unit | contract tests,
interfaces hold at | definition own artifact or range | conflict register
once? mismatches (G2)
Traceability | Which artifacts | Change Regression Post-change Change-impact
loss depend on this, | after tests linked to | incidents; stale | gate, suspect-link
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Defect class | Defining Typical Why testing | Observable Primary

question injection misses it signal containment
control

and were they | baseline the old value hazard analyses | flags (G3)
updated?

Validation | Was the system | Validation | Test basis | Field failures | Operational

failure checked against | planning; equals the | under profile, shadow
the real operating | reuse specification conditions operation, staged
world? never tested rollout (G5)

4.6 Adjudicating Conflicting Evidence on Prevalence

The literature contains an apparent contradiction. Studies of requirements inspections and document
analysis frequently report ambiguous, vague or poorly structured statements as the most numerous defect
type, while analyses of serious field failures emphasise omissions, unexamined assumptions and
inadequate validation. Both findings can be correct, and the reason is a selection effect in how defects are
sampled. Inspections sample defects that are visible on the page, and ambiguity is by definition present in
the text, whereas an omission leaves nothing to find. Field failure investigations sample defects that
escaped every earlier filter, so they over-represent exactly the classes that inspections cannot see.
Research on non-destructive testing of welds shows the same structure in physical inspection: the
probability of detection depends on the type and orientation of the flaw, so the population of detected
flaws is not a representative sample of the flaws present (Atta et al., 2021). Analytical chemistry offers a
further analogy, since contamination below an assay's detection limit is absent from the results rather
than measured as zero (Tawose et al., 2023).

The adjudication has two consequences. First, prevalence figures for requirements defect classes are not
comparable across studies unless the sampling point, inspection output or field escape, is stated. Second,
the classes that dominate inspection counts are not necessarily the classes that dominate failure cost, so
allocating prevention effort by inspection counts would systematically under-invest in elicitation and
validation. The case analysis in Section 5 is consistent with this reading, and proposition P4 in Section 6
turns it into a testable claim about inspection yield. A conservative reading of the case study literature
supports treating the two sampling points as complementary sources of evidence rather than as competing
measures of the same quantity (Runeson et al., 2009).

5 Public Failure Cases Read Through the Taxonomy

This section applies the coding protocol of Section 3.3 to eight widely discussed failures. The
descriptions are deliberately held at the general level supported by the public investigation findings,
because popular retellings often compress a multi-causal finding into one sentence and occasionally
misstate it. For each case the dominant and contributing defect classes, the injection phase and the phase
in which the defect was first acted on are recorded in Table 3, and Figure 3 represents the resulting
escape distances. The purpose is to test whether the taxonomy classifies them consistently and whether
the cross-case pattern matches Section 2. Investigation research in industrial safety stresses that the value
of case analysis lies in extracting transferable prevention lessons rather than in assigning individual fault
(Obriki et al., 2024b), and that principle governs the treatment below.
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5.1 Reused Components and Unrevalidated Assumptions: Ariane S Flight 501 and the Patriot
Clock Drift

On its maiden flight in June 1996, the Ariane 5 launcher veered off course shortly after lift-off and was
destroyed. The inquiry board found that the inertial reference software had been reused from Ariane 4.
An alignment function that served no purpose after lift-off continued to run, and it converted a floating-
point value related to horizontal velocity into a 16-bit signed integer. Because Ariane 5 followed a
different early trajectory from Ariane 4, the value exceeded the representable range, the resulting
exception was not handled, and both inertial reference units, running identical software, shut down. The
board also found that Ariane 5 trajectory data had not been included in the functional requirements of the
inertial reference system and had not been used in its testing, and that protection of the conversion had
been omitted on the basis of Ariane 4 analysis. The dominant class is validation failure (reuse without
revalidation against the new envelope), with elicitation failure contributing because that envelope was
never stated as a requirement. Redundancy offered no protection, since two copies of the same software
share the same specification defect, a common-mode pathway familiar from reliability engineering
(Gideon et al., 2019).

During the 1991 Gulf War, a Patriot air defence battery at Dhahran failed to intercept an incoming Scud
missile, which struck a barracks and killed 28 soldiers. The government audit found that the system
tracked time in tenths of a second and converted it to seconds using a fixed-point approximation whose
truncation error grew with continuous operation. After roughly 100 hours of uninterrupted running the
accumulated error was about a third of a second, enough to shift the tracking gate so that the target was
not engaged. The system had been designed around mobile operation of limited duration, and although a
software correction was being distributed, it arrived the day after the attack. The dominant class is
elicitation failure: the duration of continuous operation, a core parameter of the operating envelope, was
an implicit assumption rather than a stated and validated requirement. Research on emergency response
readiness in process facilities makes the general point that capability must be assessed under the
conditions in which it will actually be demanded (Arumosoye et al., 2023).

5.2 Interface Contracts Across Organisations: The Mars Climate Orbiter

The Mars Climate Orbiter was lost in September 1999 during orbit insertion. The mishap investigation
board identified the root cause as the failure to use metric units in a ground software file used in
trajectory modelling: thruster impulse data were produced in imperial units (pound-force seconds) where
the interface specification required metric units (newton-seconds). The navigation team's models
therefore underestimated the effect of small thruster firings, and the spacecraft approached Mars on a
much lower trajectory than planned. The board also found that anomalies in the navigation data had been
noticed during cruise but were not resolved through formal processes, and that end-to-end verification of
the interface was inadequate. In taxonomy terms, the requirement existed and was correct; the defect was
an inconsistency between an implementation artifact and the interface specification at a boundary
between organisations, with traceability loss and validation failure contributing. Its lesson is that a correct
requirement that is not enforced across an organisational interface provides no containment, which is why
multi-party governance research emphasises explicit ownership of interfaces (Obogo et al., 2019b).
Cooperation models for security across national borders make a comparable point: shared objectives fail
without agreed operating protocols at the boundary (Liadi, 2024c).
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5.3 Safety Functions Allocated to Software: Therac-25 and the 737 MAX MCAS

Between 1985 and 1987 the Therac-25 radiation therapy machine was involved in a series of accidents in
which patients received massive overdoses, several of them fatal. Earlier machines in the product line had
used hardware interlocks to prevent the high-energy beam from operating without the correct beam-
shaping components in place; the Therac-25 relied on software for this safety function, and part of its
software was derived from the earlier machines, where hardware interlocks had masked latent software
faults. Investigations identified a race condition triggered when experienced operators edited treatment
parameters quickly, together with other software faults, error messages that gave operators little
information and were routinely overridden, and an incident response that fixed individual faults without
addressing the design. The dominant class is validation failure: the reallocation of a safety requirement
from hardware to software was not accompanied by validation of the software against realistic operator
behaviour. Elicitation failure contributes because the interaction patterns of expert operators were not
captured. Human error causation research is relevant here because it locates such operator actions within
the design conditions that made them hazardous rather than treating them as the cause (Obriki et al.,
2020).

The two fatal accidents involving the Boeing 737 MAX in October 2018 and March 2019 have been
examined by accident investigators, regulators and legislative inquiries. At a general level those
investigations describe a flight control function, the Manoeuvring Characteristics Augmentation System,
that commanded nose-down stabiliser trim on the basis of angle-of-attack input. During development the
function's authority was expanded, including operation at low speed, and it relied on input from a single
sensor. Subsequent reviews found that the revised function was not fully reflected in the safety
assessment and in the information provided to flight crews, and that assumptions about how quickly
pilots would recognise and respond to an erroneous activation were not borne out. The dominant class is
traceability loss: a design change was not propagated to the hazard classification, the crew information
and the validation assumptions that depended on the earlier version. Validation failure contributes
through the untested assumption about human response time.

5.4 Organisational-Scale Failures: London Ambulance Dispatch and Denver Airport Baggage

In 1992 the London Ambulance Service introduced a computer-aided dispatch system that, shortly after
going live, produced growing delays and lost calls, and the service reverted first to partial and then to
manual operation. The subsequent inquiry identified an unrealistic implementation timetable, a
procurement process that favoured the lowest bid, limited involvement of ambulance crews and control
room staff, an assumption that vehicle location and status data would be complete and accurate,
inadequate testing under full load, and insufficient training. The dominant class is elicitation failure,
specifically the failure to capture how crews and dispatchers actually worked and the real quality of the
data the system depended on, with validation failure contributing through the absence of realistic load
testing. Procurement criteria that reward price over demonstrated capability shift risk onto the operator
(Okonkwo et al., 2021), and partnership governance research stresses accountability for outcomes as well
as deliverables (Aminu-Ibrahim et al., 2024).

The automated baggage system at Denver International Airport was intended to serve the entire airport
with an integrated network of carts and tracks. Requirements were defined late relative to the
construction schedule and changed repeatedly as the airport and airlines revised their needs, and public
tests in 1994 revealed misrouted and damaged baggage. The opening of the airport was delayed by about
sixteen months, it opened with the automated system serving only part of the operation, and the system
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was later abandoned in favour of conventional handling. The dominant class is elicitation failure, since
the requirements for a system of unprecedented scale were not stabilised or reconciled with physical
constraints before construction, and the defect was first acted on during integration testing rather than in
operation, giving a shorter escape distance than most other cases. Optimisation research on automated
material handling shows how sensitive such systems are to layout and routing constraints that must be
fixed early (Akanbi et al., 2024).

5.5 A Boundary Case and the Risk of Retrospective Relabelling: Knight Capital

In August 2012 Knight Capital deployed new trading software to its servers, but one server did not
receive the new code. A configuration flag that had been repurposed for the new functionality activated
obsolete code on that server, which sent a large volume of unintended orders over roughly 45 minutes
and produced a loss that regulatory findings put at about 460 million US dollars. The regulator's findings
concentrated on deployment procedures, the absence of independent review of the deployment, the
retention of dead code and the lack of automated controls to halt erroneous activity. The case is included
as a rival-explanation test. Its dominant origin is deployment and configuration management, not
requirements; the only requirements-related element is the reuse of a flag whose earlier meaning had not
been retired, which is a weak form of traceability loss. A taxonomy that classified this case as a
requirements failure would be over-inclusive. Retaining it guards against the retrospective relabelling that
affects many analyses of software failure, in which investigators who know the outcome find a missing
requirement behind every incident. Evidence on enterprise cybersecurity trends similarly shows that

operational and configuration failures form a distinct class of risk with their own controls (Okoruwa et
al., 2024).

5.6 Cross-Case Findings

Table 3 summarises the coding, and Figure 3 plots each case as an arrow from its injection phase to the
phase in which it was first acted on. Four findings emerge. First, the dominant classes are elicitation
failure, validation failure, inconsistency at an interface and traceability loss at a change; ambiguity is not
the dominant class in any of the cases, which agrees with the selection-effect argument of Section 4.6.
Second, escape distances are long: in seven of the eight cases the defect was first acted on only in
operation, and in the one exception (Denver) it surfaced at integration testing, still late in the lifecycle.
Third, verification strength and redundancy did not help, because the defect was common to every
redundant channel and to the oracles used in testing. Fourth, warning signals existed before most failures:
the Patriot duration advisory, the navigation anomalies on the Mars Climate Orbiter, earlier Therac-25
incident reports and staff concerns about the London dispatch system. In each case the near-miss channel
existed but did not change the requirement or the validation plan, as Section 2.2 predicts. Log analytics
research shows that such signals are often collected but not routed to anyone with authority to act
(Mbonu et al., 2019).

Table 3. Public failure cases coded by dominant and contributing requirements defect class

Case (year) Failure at a general level Dominant | Contributing | Missed
class classes containment point
Therac-25 Radiation overdoses after a | Validation | Elicitation GS: validation
(1985 to 1987) | safety function moved from | failure failure against real
hardware to software operator behaviour

December 2024 www.ijtmh.com 550 | Page


http://www.ijtmh.com/

International Journal of Technology Management & Humanities (IJTMH)
e-ISSN:2454-566X, Volume 10, Issue 4, (December2024),www.ijtmh.com

Boeing 737 MAX MCAS (2018 to 2019)

Case (year) Failure at a general level Dominant | Contributing | Missed
class classes containment point
Patriot, Clock drift over long | Elicitation | Validation Gl: operating
Dhahran continuous operation shifted | failure failure duration not stated
(1991) tracking; missile not or validated
intercepted
London Dispatch system degraded | Elicitation | Validation Gl and GS5: staff
Ambulance and was withdrawn soon after | failure failure practice, data
CAD (1992) launch quality,  full-load
testing
Denver airport | Integrated baggage system | Elicitation | Traceability G1: unstable scope
baggage (1994 | failed tests; opening delayed; | failure loss not reconciled with
to 1995) system later abandoned physical
constraints
Ariane 5 Flight | Reused inertial  software | Validation | Elicitation G5: reuse without
501 (1996) overflowed on new trajectory; | failure failure revalidation against
launcher destroyed new envelope
Mars Climate | Unit mismatch at a ground | Inconsiste | Traceability G2 and G4:
Orbiter (1999) | software interface; spacecraft | ncy loss; validation | interface  contract
lost failure not enforced end to
end
Knight Capital | Partial deployment activated | Non- Weak Deployment
(2012) obsolete code; large trading | requireme | traceability control, outside
loss nts origin | loss RDOC scope
(repurposed
flag)
Boeing 737 | Expanded control function | Traceabilit | Validation G3: change impact
MAX MCAS | not fully reflected in safety |y loss failure on hazard analysis
(2018 t0 2019) | assessment and crew and crew
information information
patiot, Dhahran (1591)
London Ambulance CAD (1992}
Ariane 5 Flight 501 (1996) L >
Mars Climate Orbiter (1999) *r—
Knight Capital (2012), boundary case O m——————— >

Elicitation failure m— Traceability loss
= alidation failure

= = Non-requirements origin
e Inconsistency

Circle: phase in which the defect was introduced. Arrowhead: phase in which it was first acted on.

Figure 3. Escape distance of eight public failure cases, from the lifecycle phase in which the defect was
introduced to the phase in which it was first acted on, coloured by dominant defect class
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6 The RDOC Framework: Containment Gates, Causation Feedback and Propositions

The Requirements Defect Origin and Containment (RDOC) framework translates the taxonomy and the
case findings into a lifecycle control design. It rests on three principles derived from the synthesis.
Containment of requirements defects must use references other than the specification (Section 2.1).
Containment effort should be allocated according to the escalation ratio and consequence profile of the
system (Section 2.3). And escaped defects must be traced back to their origin class and used to revise the
gate that missed them, because the case analysis shows that warning signals were available but did not
change upstream controls (Section 5.6). Figure 4 presents the framework. Following design science
practice, it is stated with its intended use, components and refuting evidence (Hevner et al., 2004;
Wieringa, 2014).

6.1 Five Containment Gates Across the Lifecycle

Gate G1, at the end of elicitation, reviews stakeholder coverage and the operating envelope. Its evidence
is a stakeholder map showing which roles, including maintainers, regulators and adversaries, contributed
requirements, and an envelope register listing for each critical requirement the durations, loads, ranges,
units and environmental conditions it assumes. Gate G2, at the end of specification, applies perspective-
based inspection for ambiguity and a consistency check across the requirement set and its interface
definitions, using the data dictionary and conflict register described in Section 4.3. Gate G3 operates
whenever a baselined requirement or design parameter changes: it blocks approval until suspect links
have been reviewed and affected hazard analyses, tests and user information have been updated. Gate G4,
during verification, evaluates the adequacy of requirement-based tests and the independence of their
oracles. Gate G5, before and during release, validates the system against a measured operational profile
through end-to-end tests with realistic data, shadow operation or staged rollout. The gates map onto the
requirements and test processes defined in the relevant standards (ISO/IEC/IEEE, 2018) but add explicit
exit evidence for each defect class.

Two design choices guard against the ceremonial review identified in Section 2.2. First, gate performance
is measured by finding yield and coverage rather than by the number of reviews held. Research on
management safety walkthroughs found that the coverage and quality of walkthroughs, not merely their
frequency, relate to safety culture outcomes (Obriki et al., 2019), and inspection standards in heavy
engineering specify what must be examined and how findings are dispositioned rather than simply
mandating inspection (Atta et al., 2022). Second, gate effort is scaled to risk. A risk-based approach to
assurance allocates effort to the assets whose failure has the largest consequence (Fadayomi et al., 2019);
in RDOC terms, G1 and G5 receive the most effort where the estimated escalation ratio and consequence
cost are high, while in low-consequence, rapidly iterated components they may be reduced to lightweight
checklists.

6.2 Causation Analysis of Escaped Defects

Every defect that escapes to a late phase or to operation enters a causation analysis with four steps. First,
the fault chain is reconstructed backward from the failure to the proximate technical fault, to the
specification clause or its absence, and to the requirement decision, using logs and artifacts in the way
forensic analytics reconstruct event sequences (Mbonu et al., 2021). Second, the origin is classified into
one dominant and any contributing classes by two coders working independently, with agreement
measured by Cohen's kappa, k = (p_ o —p_e) / (1 — p_e), where p_o is observed agreement and p e is
agreement expected by chance; low agreement signals that class definitions need refinement. Third, the
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gate that should have contained the defect is identified. Fourth, a control change is proposed, assigned an
owner and verified after implementation. A standardised procedure matters because procedural
standardisation has been shown to reduce variation and delay in high-volume case handling (Uchechi et
al., 2018), and corrective and preventive action research in pharmaceutical quality systems shows that
preventive actions are effective only when root-cause methods are applied consistently and their effect is
verified (Aneke et al., 2022a).

The choice of analytical technique affects what is found. The five-whys method is fast but follows a
single causal chain and tends to stop at a convenient cause, often a person. Fault tree analysis represents
combinations of conditions through AND and OR gates and therefore exposes common-mode pathways
such as the identical software in both Ariane 5 inertial units (Gideon et al., 2019). Risk pathway models
developed for industrial operations offer a similar structure for tracing how latent conditions combine
with triggering events (Arumosoye et al., 2022). A requirements failure mode and effects analysis applies
FMEA to the requirement set, rating each potential requirements defect for severity S, occurrence O and
detectability D and ranking by the risk priority number RPN = S x O x D. Its known weaknesses,
multiplication of ordinal scales and ties between very different risk profiles, argue for reporting the three
ratings separately and for treating severity as a filter before ranking, as risk scoring research recommends
for high-stakes decisions (Adesuyi et al., 2024). Whatever technique is used, the analysis must be blame-
free, since, as Section 2.2 argued, attribution of fault to individuals suppresses the reporting on which the
whole loop depends (Obriki et al., 2020; Kirchler, 2007).

6.3 Containment Metrics

Three metrics make the framework measurable. Phase containment effectiveness for phase k, PCE(k), is
the number of defects originated in phase k and removed in phase k divided by the number of defects
originated in phase k. Requirements leakage, L(req), is the number of requirements-origin defects found
after gate G2 divided by all requirements-origin defects found. Severity-weighted escape distance, D, is
defined in Equation (2), where o(i) and d(i) are the phase indices of injection and detection for defect i
and w(i) is its severity weight. D summarises how far requirements defects travel before detection and
weights the long escapes that matter most. These metrics follow the principle, established in performance
management research, that each indicator requires a defined owner, data source and response (Sakyi et
al., 2022b), and they suit the automated monitoring that real-time KPI systems make possible (Tonoyan
et al., 2024b; Edivri et al., 2024).

_ Ziw(® (d@-o(D))

b Ziw(®) 2)

Three measurement problems must be addressed. First, origin phase recorded at triage is biased toward
the detection phase, because the person triaging sees the symptom, so origin should be coded
retrospectively during causation analysis. Second, the denominator of PCE(req), the total number of
requirements defects originated, is unknown. It can be estimated with a capture and recapture design: if
two independent inspections of the same specification find nl and n2 defects with m in common, the
Lincoln and Petersen estimator gives an estimated total N =nl - n2 / m, with wide uncertainty when m is
small, which should be reported (Wedraogo et al., 2024). Third, aggregate metrics can conceal poor
containment on critical requirements, just as aggregate forecast accuracy can conceal systematic error for
particular groups (Komi, 2023), so PCE and D should be reported separately for safety-critical, security-
relevant and interface requirements. Performance measurement in regulatory oversight and in data-driven
safety risk control shows that such stratified indicators are more informative than a single composite
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(Anioke et al., 2023a; Obriki et al., 2018). Financial valuation of prevention investment, finally, should
use the organisation's own estimate of r rather than published ratios, in line with valuation practice that
integrates observed unit-level performance into pricing models (Tonoyan et al., 2023).

{ Elicitation K}Specifi:atiunw Design uild Verificationw Operation
t 1 t
Gl G2 G4 G5

Stakeholder and Inspection for Reguirement-based
operating-envelope ambiguity and test adequacy
coverage review set consistency and oracles

B
1
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Trace audit and
change-impact
sign-off

Validation in the
real operating
profile

feedback

A

Defects that pass every gate escape into operation as incidents, near misses or rework

Control revision Causation analysis
strengthen, add or retire backward trace to origin class; -« incidesicggteezetict?r:d oEs
a gate control; update fault tree or requirements FMEA; smvme ajffected = Biremént
checklists and trace policy blame-free contributing factors Y q
Phase containment PCE(k) = defects originated and removed in phase k / defects originated in phase k
Requirements leakage L(req) = requirements-origin defects found after G2 / all requirements-origin defects
Escape distance D = detection phase index minus injection phase index, weighted by severity

Figure 4. The Requirements Defect Origin and Containment (RDOC) framework: five containment gates
across the lifecycle, causation feedback from escaped defects, and the three containment metrics

6.4 Propositions and Empirical Tests

Six propositions follow from the synthesis. They are stated so that each could be shown false by feasible
data, and Table 4 pairs each with a test design and the result that would refute it. P1 concerns the limits of
downstream detection and can be illustrated through the average percentage of faults detected, APFD = 1
—(TF1+ ...+ TFm)/ (n - m) + 1 / (2n), a standard measure for test prioritisation in which n is the number
of tests, m the number of known faults and TFi the position of the first test that reveals fault i (Li et al.,
2007; Catal et al., 2013). APFD is computed only over faults that some test can reveal, so a requirement
omission contributes nothing to it and remains invisible however the tests are ordered. P1 therefore
predicts that, as specification-based coverage rises, the share of requirements-origin defects among
escapes rises too.

P2 predicts that reused components lacking an explicit operating-envelope revalidation will show higher
rates of field failures attributable to elicitation or validation defects than newly developed components of
comparable size and criticality, generalising the Ariane 5 and Patriot findings. P3 predicts that trace
completeness measured at change time, the share of changed requirements whose downstream links were
reviewed before approval, will predict post-change incidents better than trace completeness measured at
baseline, following the 737 MAX analysis. P4 predicts that inspection with operating-envelope and
stakeholder-perspective checklists will raise the yield of omission findings more than the yield of
ambiguity findings, following the selection-effect argument of Section 4.6. PS5 predicts that the escalation
ratio r, estimated from an organisation's own defect records, will be larger for defects that cross an
organisational boundary, such as an interface, a supplier contract or a regulatory submission, than for
defects confined within one team, following the Mars Climate Orbiter analysis. P6 predicts that
organisations in which causation findings lead to a documented gate change within a defined interval will
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show declining requirements leakage over subsequent releases, while organisations that record root
causes without changing controls will show no trend. Case study guidelines provide the design standards
for testing P2, P3 and P6 in industrial settings (Runeson et al., 2009).

Table 4. RDOC propositions, test designs and refuting results

Proposition

Test design

Result that would refute
it

P1. Rising specification-based
coverage raises the share of
requirements-origin  defects
among escapes

Multi-release panel; regress origin-
coded escape share on specification
coverage, controlling for size and
change volume

Share flat or falling as
coverage rises

P2. Reuse without envelope
revalidation raises elicitation
and validation field failures

Matched comparison of reused and
new components by size and
criticality over equal exposure

No difference, or lower
rate for reused components

P3. Trace review at change
time predicts post-change
incidents better than baseline
trace completeness

Longitudinal change-level dataset;
compare predictive fit of the two
measures

Baseline completeness
predicts equally well or
better

P4. Envelope and perspective
checklists raise omission yield
more than ambiguity yield

Controlled inspection experiment
with  seeded  omissions and
ambiguities; checklist versus generic
reading

Equal or smaller gain for
omissions

P5. Escalation ratio is larger
for defects crossing an
organisational boundary

Estimate r by fitting repair cost
against escape distance, stratified by
boundary crossing

Overlapping or reversed

estimates

P6. Causation findings that
change gates within a set
interval reduce requirements

Interrupted  time  series  across
releases before and after adopting the
feedback rule, with comparison units

No level or slope change
relative to  comparison
units

leakage

7 Discussion

The review set out to explain why requirements defects produce a disproportionate share of serious
failures, why their late detection is costly, and which controls contain them. The answer developed here
is that requirements defects are latent conditions that verification cannot see, because verification takes
the specification as its reference, and that their cost rises with escape distance at a rate that depends on
the reversibility of consequences and on organisational boundaries. This section draws out theoretical and
practical implications and then examines the strongest objections. This view aligns with fields that treat
failures as products of design and organisational conditions (Gideon et al., 2019; Obriki et al., 2024b).

7.1 Theoretical Implications

Four implications follow for theory. First, the fault-chain account of testing and the latent-condition
account of accidents combine naturally once the specification is recognised as a possible fault carrier.
The testing literature explains why the defect is invisible to verification, and the safety literature explains
why it remains dormant and why its activation looks like a surprise (Ammann et al., 2016; Obriki et al.,
2020). Second, the selection-effect explanation of conflicting prevalence findings implies that studies of
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requirements quality should report the sampling point as part of the construct definition, since inspection
counts and field escapes measure different things. Third, the escalation ratio should be treated as a
contingent parameter that varies with development model, domain and boundary crossing rather than as a
universal constant; this reframing reconciles the classic cost argument with the experience of iterative
development (Dyba et al., 2008). Fourth, validation should be theorised as a construct separate from
verification strength, because the case evidence shows that highly verified systems failed through
validation against the wrong reference. The traceability literature supports this separation by
distinguishing the backward links that carry rationale and assumptions from the forward links that
support verification (Gotel et al., 1994; Ramesh et al., 2001). Lifecycle evaluation of built facilities offers
a parallel, since fitness for use is judged only in operation (Ogbete et al., 2023).

7.2 Practical Implications

For engineering and quality managers, the most immediate implication concerns data. Defect records
should carry an origin phase and an origin class, coded at closure through causation analysis rather than
guessed at triage, because without them PCE, requirements leakage and escape distance cannot be
computed. A second implication concerns reuse: every reused component should carry an operating-
envelope record stating the conditions under which it was validated, and reuse in a new context should
trigger gate G5 for those conditions. A third concerns change: gate G3 should be mandatory for safety-
relevant, security-relevant and interface requirements, with suspect-link flags generated by the
requirements tool. These measures fit within enterprise risk management that integrates human resource
strategy with operational analytics (Falemi et al., 2024) and within cybersecurity governance frameworks
that already require documented controls and owners (Jimoh et al., 2023). Leadership matters for all
three, since research on safety culture shows that leaders' responses to reported problems determine
whether reports continue (Obogo et al., 2023; Obogo et al., 2019a).

Regulation is extending requirements obligations to new classes of system. Organisational readiness for
the European Union Artificial Intelligence Act requires documented risk management, data governance
and traceability for high-risk systems (Ominyi et al., 2024b), and regulatory readiness models in
pharmaceuticals show how organisations can assess their capability against such obligations before
market entry (Eze et al.,, 2022b). Firms entering heavily regulated service sectors face comparable
barriers in which documentation of requirements and their verification is itself a condition of entry (Sanni
et al., 2023c). Capability building is the final lever. Requirements analysts benefit from structured
professional development (Joseph et al., 2024), transfer of operational knowledge from information
technology operations into design roles brings the operating envelope into elicitation (Anyanwu, 2022),
and employee readiness shapes whether new review practices are adopted or resisted (Akhigbe et al.,
2024). Tools alone do not sustain improvement without strategy, operational discipline and workforce
capability (Ilodigwe et al., 2024b).

7.3 Counter-Arguments and Boundary Conditions

The first objection comes from iterative development: if releases are small and feedback is fast, late
detection is cheap, and upstream gates waste effort. The objection is correct within its boundary, and the
cost model accommodates it, since a low escalation ratio implies a low marginal value of upstream
containment. The boundary is reversibility. Where consequences cannot be undone, as in physical harm,
irreversible financial transfers, lost spacecraft or regulatory sanction, the effective escalation ratio
remains high regardless of release cadence, and gates G1 and G5 remain justified. The second objection
is hindsight bias: once the outcome is known, every failure appears to reveal a missing requirement. The
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coding rule of Section 3.3 and the Knight Capital boundary case mitigate but cannot eliminate this risk,
which favours prospective tests. The third objection is that not every operating condition is knowable in
advance, especially for systems facing adaptive adversaries whose tactics evolve (Okoruwa et al., 2024;
Adebayo et al., 2023). The framework concedes this by placing G5 and operational monitoring at the end
of the chain: intrusion detection and prevention, integrated network and security operations, anomaly
detection in time series, digital twin fault detection and interpretable early failure prediction are the
runtime counterparts of requirements containment (Dosunmu et al., 2020; Ladapo et al., 2024; Atakpa et
al., 2023; Shittu et al., 2023; Komi et al., 2021).

The fourth objection is bureaucracy. Gates can become rituals in which checklists are completed without
scrutiny, and the evidence on review frequency versus coverage suggests that this risk is real (Obriki et
al., 2019). The framework's safeguards are yield-based measurement and risk-scaled effort, but their
effectiveness is itself an empirical question. The fifth objection is measurement gaming: once leakage
and escape distance become targets, teams may reclassify defects to improve them. Quantitative
evaluation of organisational investments shows how sensitive such measures are to model choices
(Uchechi et al., 2022), and monitoring coverage in physical infrastructure shows that a metric is only as
good as the inspection regime behind it (Dagodzo et al., 2020). Independent coding of origin, reported
agreement statistics and separation of learning metrics from performance appraisal are the minimum
protections. RDOC is therefore most applicable where consequences are irreversible, systems cross
organisational boundaries and requirements are documented, and least applicable to small, reversible,
single-team products.

8 Limitations and Future Research

The review has five main limitations. First, it is integrative rather than exhaustive; despite a structured
protocol, relevant studies may have been missed, and the absence of numerical screening counts reflects
the conceptual aim rather than a completed enumeration (Page, 2021). Second, the public cases are
biased toward catastrophic, well-investigated failures, most of them from aerospace, defence, medicine
and large public projects, and most several decades old, because these are the cases for which
independent investigation reports are available; routine enterprise failures, which are far more numerous,
are rarely investigated in public. Third, the classification of cases relies on judgement, and although the
coding rule is conservative, another analyst might assign different contributing classes. Fourth, the
parameters of the cost model are illustrative and do not constitute estimates. Fifth, analogies from safety,
finance, contracts and quality management are explanatory parallels, not evidence that the mechanisms
operate identically in software. Evaluations of capability-building interventions in other fields have found
modest and heterogeneous effects (Miller et al., 2015), which counsels caution against assuming that
training or process change will transfer as expected.

A research agenda follows from these limitations and from the propositions. The first priority is a multi-
organisation dataset of escaped defects coded for origin phase, origin class, detection phase and repair
and consequence cost, which would allow r, PCE and D to be estimated and P1, P5 and P6 to be tested.
The second is a set of controlled inspection experiments with seeded omissions and ambiguities to test P4
and to estimate the reliability of the taxonomy through inter-coder agreement. The third is longitudinal
study of change-time traceability to test P3, including the usability of automated trace recovery in real
change workflows (Borg et al., 2014). The fourth concerns systems whose behaviour is partly learned
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from data. Real-world evidence and predictive analytics in health systems show that requirements on data
provenance and representativeness now carry much of the risk that functional requirements once carried
(Ilodigwe et al., 2024a), and threat modelling for adversarial machine learning shows that misuse
requirements must cover the training pipeline as well as the deployed model (Adebayo et al., 2022). The
fifth concerns small enterprises and public-facing services in developing economies, where digital
financial inclusion is expanding rapidly and formal requirements practice is often thin (World Bank,
2014; Eyetsemitan et al., 2023b).

9 Conclusion

Requirements-related software failures are not a single phenomenon. They arise through five
distinguishable mechanisms, elicitation failure, ambiguity, inconsistency, traceability loss and validation
failure, each injected at a characteristic point in the lifecycle and each escaping for a characteristic
reason. What unites them is that verification cannot see them, because the specification against which
verification checks is itself the carrier of the defect. That is why their cost rises with the distance they
travel, and why that cost rises fastest where consequences are irreversible and where defects cross
organisational boundaries.

The public failures examined here confirm that the most damaging requirements defects are unexamined
operating assumptions, components reused without revalidation, interface contracts left unenforced and
design changes whose impact was never traced. Prevention therefore depends less on writing better
sentences than on bringing independent references to bear: the stakeholders and adversaries who were
missing, the operating envelope that was assumed, the interface partner on the other side of the boundary
and the real conditions of use. The RDOC framework organises those references into five gates, measures
containment through phase containment, requirements leakage and escape distance, and closes the loop
by tracing every escaped defect back to the gate that missed it. Its propositions are stated so that they can
be refuted, and testing them is the next step.
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