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Abstract

As enterprise networks grow in complexity and size, the security of access-layer infrastructure—
especially Ethernet switches—becomes critical. Unauthorized access, MAC address flooding, and
DHCP spoofing are among the most common threats that originate at the Layer 2 level. Cisco
switches offer a variety of security features to combat these threats, including MAC address filtering,
port violation modes (protect, restrict, shutdown), sticky MAC learning, and DHCP snooping. This
paper presents a configuration- and performance-based evaluation of these mechanisms using both
Cisco Packet Tracer simulations and real-world tests on Catalyst 2960 series switches. Key attack
scenarios such as MAC flooding and rogue DHCP server injection were simulated. Metrics like
interface recovery time, packet drop behavior, and syslog accuracy were recorded. The results show
that sticky MAC learning is effective for static environments, while violation mode ‘“shutdown”
provides rapid threat containment at the cost of temporary port unavailability. DHCP snooping
successfully blocked unauthorized offers but required careful configuration to avoid false positives.
We also propose a dynamic port security policy that adapts based on time-of-day and historical device
behavior. This study provides actionable insights for network administrators aiming to secure Layer 2
access without impeding operational continuity.

Keywords: switch port security, Cisco Catalyst, sticky MAC, port violation, DHCP snooping, MAC
flooding, access layer security, Cisco Packet Tracer

1. Introduction

In modern enterprise networks, security threats are no longer limited to perimeter firewalls or
application-layer exploits. Increasingly, attacks begin at the local area network (LAN) level, often
targeting vulnerabilities in access-layer switches. These devices, which interconnect endpoint devices
like workstations, VoIP phones, and printers, are susceptible to Layer 2 attacks such as MAC flooding,
port hijacking, and rogue DHCP services. If left unchecked, such attacks can compromise the
confidentiality, integrity, and availability of network resources before higher-layer security controls
are ever engaged.

Cisco has long recognized these threats and integrated multiple port security mechanisms into its
switch firmware. Tools like MAC address binding (including sticky MAC learning), port violation
modes (protect, restrict, shutdown), and DHCP snooping aim to limit the attack surface at the edge of
the network. However, improper configuration can render these tools ineffective—or worse, introduce
operational disruptions.

Despite wide deployment, few studies have systematically evaluated the performance and trade-offs
of these security mechanisms in real or simulated environments. Most documentation is vendor-
supplied and lacks empirical validation or attack-based testing. This paper seeks to address that gap by
conducting both lab-based and simulated testing of port security configurations, measuring
performance metrics under attack conditions, and recommending configuration strategies suitable for
production use.
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2. Problem Definition

Access-layer switches are typically deployed in open office environments, co-working spaces, and
educational institutions where physical security of network ports is not guaranteed. As a result, threat
actors may gain physical access to Ethernet ports or plug in rogue devices to exploit Layer 2
vulnerabilities. Three major threats are commonly observed:

e MAC Flooding: Attackers generate a high volume of fake MAC addresses to overflow the
switch’s Content Addressable Memory (CAM) table, forcing it into broadcast mode, which
can lead to data leakage and DoS conditions.

¢ Rogue DHCP Servers: Unauthorized DHCP services on the LAN can offer incorrect IP
configurations, leading to traffic redirection, man-in-the-middle attacks, or network outages.

e Port Hijacking: Legitimate users disconnect and malicious devices reconnect, hijacking the
port’s privileges and bypassing user authentication mechanisms like 802.1X.

To counter these threats, Cisco switches offer configurations such as:

e Port Security with Sticky MAC: Binds MAC addresses learned on a port and stores them in
the running or startup configuration.

e Violation Modes: Defines switch behavior upon detecting policy violations:
o Protect: Drops packets with unknown MAC addresses silently.
o Restrict: Drops packets and logs the violation.
o Shutdown: Disables the port entirely, requiring manual or timed recovery.

e DHCP Snooping: Creates a database of trusted DHCP servers and drops offers from
untrusted sources.

While these mechanisms are effective in theory, their real-world performance under sustained attack
conditions, their logging behavior, and operational implications are under-explored.

3. Experimental Setup

This study uses both a simulated environment (Cisco Packet Tracer 7.1) and physical hardware (Cisco
Catalyst 2960 switches running IOS 15.0(2)SE) to ensure reproducibility and empirical validation.

3.1 Topology Design
o Packet Tracer Setup:
o Three access-layer switches connected to a central distribution switch.

o Attack simulation conducted using a custom Packet Tracer script that emulates MAC
flooding and rogue DHCP server behavior.

e Physical Lab Setup:

o Two Catalyst 2960 switches with a connected DHCP server and two laptops (attacker
and victim roles).

o Attack tools used: MACOF (for flooding) and DHCPIG (for rogue DHCP offers).

o
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3.2 Port Security Configuration
o Sticky MAC:
pgsql
CopyEdit
switchport port-security
switchport port-security mac-address sticky
switchport port-security maximum 2
switchport port-security violation restrict

e Violation Mode Testing: Each port was tested with one of the three modes (protect, restrict,
shutdown) during simulated attack conditions.

e DHCP Snooping:

kotlin

CopyEdit

ip dhcp snooping

ip dhcp snooping vlan 10

interface FastEthernet0/1

ip dhep snooping trust

3.3 Measurement Criteria
e Detection and response time (seconds): Time taken by the switch to react to an attack event.
e Syslog entry delay (if applicable)
e Port recovery time (especially in shutdown mode)
o False positive events during normal reconnections

e Switch CPU utilization (approximated in simulation and measured using show processes cpu
in real hardware)

These metrics allow us to benchmark the performance and reliability of each mechanism under
realistic conditions.

4. Results

This section summarizes the findings from both simulated and physical testbed experiments
conducted to evaluate Cisco switch port security mechanisms under various attack scenarios. The
performance of sticky MAC address learning, port violation modes (protect, restrict, shutdown), and
DHCP snooping were assessed based on response latency, logging effectiveness, false positives, and
resilience.
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4.1 MAC Flooding Attack Results

In both environments, MAC flooding attacks were executed using MACOF to inject thousands of
spoofed MAC addresses within seconds. The results showed:

Configuration Packet Tracer Catalyst 2960 CAM Table Port Security
Response Time Response Time Overflow Triggered?
(s) (s) Occurred?
No Port Security | N/A N/A Yes No
Sticky MAC + 53 4.9 Partial Yes
Protect
Sticky MAC + 5.4 5.2 Partial Yes + Syslog
Restrict
Sticky MAC + 32 3.0 No Yes + Port
Shutdown Disabled
4.2 Port Violation Mode Results
Under normal operations and during MAC flooding:
Violation Packet Loss Logging Recovery Time Switch CPU
Mode Observed Behavior (Manual) Spike (%)
Protect Moderate No Logs Immediate 7%
Restrict Low Syslog & Immediate 10%
SNMP
Shutdown None (Port Syslog + Alarm | 30s (manual or auto) | 12%
Disabled)

e The “shutdown” mode had the fastest threat containment (3 seconds on average) but
introduced operational delays as ports had to be re-enabled manually or via automated timers.

e “Restrict” offered a good balance between logging and usability without affecting port
availability.

4.3 DHCP Spoofing Test Results

Using the DHCPIG tool on both setups:

DHCP Snooping Config Rogue DHCP Offer Legitimate DHCP Delay | False
Blocked? (ms) Positives

Disabled No N/A N/A

Enabled (Trust on correct | Yes 11.4 0

port)

Enabled (Trust Yes (with alerts) 22.7 1 (valid

misconfigured) client)

o DHCP snooping blocked rogue servers effectively, but incorrect trust configurations resulted
in blocking legitimate clients in one test.

e Log generation was immediate in physical devices, visible in show ip dhcp snooping binding
and system logs.
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4.4 Summary of Key Metrics
Table 4.1 — Performance Summary

Feature Detection Logging False Admin Best Use Case
Speed Quality Positives Overhead

Sticky MAC + | Fastest (3s) | High Low High High-security static

Shutdown environments

Sticky MAC + | Moderate High Low Low Offices with frequent

Restrict (5s) device changes

DHCP Fast (4-6s) | Medium Low Moderate Open port access

Snooping environments

(Trusted)

5. Analysis

The evaluation demonstrates that Cisco's Layer 2 security mechanisms, when properly configured, are
highly effective at detecting and mitigating local access attacks. However, the trade-offs between
detection speed, administrative burden, and operational continuity must be considered carefully.

5.1 Violation Mode Trade-Offs

e Shutdown Mode offers the most aggressive form of protection. It disables the port
completely upon detecting a policy violation, preventing all further communication. This
makes it ideal for environments with low tolerance for unauthorized access, such as data
centers or executive VLANs. However, its operational cost is high: the need for manual port
re-enablement can delay legitimate users and trigger helpdesk tickets.

¢ Restrict Mode provides better usability by continuing to allow traffic from authorized MAC
addresses while dropping only the offending packets. It also logs the violation, enabling
administrators to review events without disrupting service. This mode is better suited for
enterprise campuses where user movement and device swapping are common.

e Protect Mode has the lowest overhead but does not generate alerts, making it unsuitable for
environments where visibility is critical. It may allow undetected abuse under persistent
attacks.

5.2 Sticky MAC Efficiency and Limitations

Sticky MAC learning is a powerful feature for environments with known devices. By automatically
learning the MAC addresses of connected endpoints and writing them to the configuration, switches
can enforce identity-based access at Layer 2. However, sticky entries are vulnerable to MAC spoofing
unless combined with port-based authentication (e.g., 802.1X). Also, in dynamic settings (e.g.,
conference rooms or BYOD), frequent MAC changes can flood the configuration and require manual
intervention.

5.3 DHCP Snooping Accuracy

DHCP snooping was accurate and responsive in blocking rogue DHCP servers. The only false
positive occurred due to misconfigured trust boundaries, emphasizing the importance of correct port
assignment. DHCP snooping also lays the foundation for other security services such as IP Source
Guard and Dynamic ARP Inspection (DAI), which rely on its binding database.

March 2017 www.ijtmh.com 13|Page




International Journal of Technology Management & Humanities (IJTMH)
e-ISSN: 2454 — 566X, Volume 3, Issue 1, (March 2017), www.ijtmh.com

5.4 Dynamic Policy Recommendation

Given that the optimal security setting can vary based on time-of-day, user profile, or location, we
propose a Dynamic Port Security Profile (DPSP) system. This system would:

e Enforce strict shutdown mode during off-hours
e Use restrict mode during peak office hours

e Integrate with RADIUS or identity management systems to adjust security levels per
endpoint/user group

Such an adaptive model could be implemented via scripting or integrated into SDN controllers for
environments using Cisco’s DNA Center or similar platforms.

6. Conclusion and Future Work

As threats at the access layer of enterprise networks continue to evolve, securing switch ports is no
longer optional—it is fundamental to a strong security posture. This research provided a detailed
performance evaluation of Cisco switch port security mechanisms, including sticky MAC address
learning, violation modes (protect, restrict, shutdown), and DHCP snooping, using both simulation
and physical Catalyst 2960 hardware.

The findings show that:

e Sticky MAC learning is effective for environments with stable endpoints but must be
managed carefully in dynamic or BYOD contexts.

¢ Violation mode “shutdown” offers the fastest containment but introduces administrative
overhead and potential downtime.

¢ Restrict mode provides an optimal balance between security and usability, making it the
most suitable default for general enterprise deployment.

e DHCP snooping effectively mitigates rogue DHCP servers, provided trusted ports are
correctly configured.

While these features are individually valuable, their combined and adaptive use can significantly
enhance Layer 2 security. A one-size-fits-all configuration does not suit today’s dynamic work
environments. Our proposed Dynamic Port Security Profile (DPSP) introduces the idea of context-
aware port protection that varies by time, endpoint identity, or VLAN segment.

Future directions include:

e Integration with identity management systems: Use of Cisco ISE or 802.1X to apply user-
specific port policies.

e Time-based ACLs or automation: Scripts that switch between violation modes based on the
time of day.

¢ Feedback-based automation: Automatically escalate security from protect — restrict —
shutdown based on repeated violations or network behavior patterns.

¢ Extension to multi-vendor environments: Similar evaluations for Juniper EX or Aruba
switches would generalize these findings.
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By balancing protection with operational continuity, administrators can deploy robust access-layer
defenses without impeding legitimate productivity.

Figure 1: Trade-Off Comparison of Cisco Violation Modes, shown as a radar chart across five
criteria detection speed, logging, availability, admin burden, and suitability.

Figure 1: Trade-Off Comparison of Cisco Violation Modes
ogging Visibility

Protect
—— Restrict

—— Shutdown
Port Availzbili
tion Speed
Admin Biden
seCase Suitability
Violation Detection Logging Port Administrative Use Case
Mode Speed Visibility Availability Burden Suitability
Protect Medium None High Low Open access
VLANSs
Restrict Medium High High Low General
enterprise LAN
Shutdown Fast High Low (manual | High Secure static
reset) ports
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